www.markany.com

Data Loss Prevention(DLP)

SafePC Enterprisev .o

Build a Safer World, Protect What Matters.

MarkAny*



SafePC Enterprise (DLP)

Contents

| . WhyDLP?
Il. DLP Configurations
lll.  Overview
IV. Main Features
V. Certification

MarkAny*



| . Why DLP? MarkAny”

DLP(Data Loss Prevention)

DLP stands for Data Loss Prevention, which means data loss protection.
It protects your organization's internal data from being compromised by blocking the pathways through which it can leak from your PC to the outside.
It provides policies to detect sensitive information (personal information) on PCs and control the devices, networks, and prints.

Compliance with laws and

Protecting enterprise data Rapid response

regulations
Enhance data security by detecting By adopting a DLP, you can comply It provides a variety of audit logs and
and blocking the leakage of with various IT compliance such as monitoring to help you quickly detect
confidential or private information the Information and Communications and respond to data breaches.
within your business or organization Network Act and the Personal

to the outside. Information Protection Act.



Il. DLP Configurations MarkAny*

o)
Server
g Supported OS

HR DB integration
Managing agent security
policies

User authentication and
information provisioning PC Agent

Monitoring and log
auditing Agent Authentication
Detecting and searching personal
information on PCs
Operation of the File Management
Ledger to manage the privacy files
Leakage control through
devices/networks/prints

Exception useage
application/approval process
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« Server:Redhat 8/ Maria DB 10
« PCAgent: Windows 10, 11

Centralized management

« Administrators can create and enforce
policies, view audit logs, and monitor using
the web console

‘ HR DB Integration
+ Establish company, department, and

individual user policies after linking
department and user information for
flexible operation
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DLP

SafePC Enterprise

Devices Privacy Print

One Server | One Console | One Agent

P e e e e e

Scalability

Encrypted USB

SafeUSB+

&

Encrypted USB

_________________________

e e e e e e
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DLP(Data Loss Prevention)

DLP stands for Data Loss Prevention, which means data loss prevention.
It detects sensitive information (personal information) within a PC and controls it from leaking to the outside through devices, networks, prints.

SafePC Enterprise is Endpoint DLP, where controls are performed by PC Agent.

- A =

Device Privacy Print

+ Device controls « Scan (index) all documents on PCs » Printing Allow/Block policies

(auxiliary storage and data transfer devices) to identify whether they contain - Insertimage, text watermarks
+ Online controls privacy based on patterns + Insert publisher information

(website access blocking, firewal:s, etc.) . Block leakage when privacy is . Controlling the print and
+ Program execution contro ; ; ;

8 ot . included(Storage, online, printout, masking personal information

« Control of other PC settings shared folders, etc.) in the printout

« Manage personal information using

the File Management Ledger



l1l. Main Features - Overview MarkAny*

Device Control Privacy

» Allow (Read/Write) / Block Storage devices
» Allow/Block Data transfer devices

»  Generalstorage devices (USB, external
HDD, etc.) registration management

«  Detect personalinformation based
on regular expressions, keyword
patterns

+ Leakage control through devices,

networks, and printouts

Network Control File Management Ledger

Data Loss Prevention

+ Controlling website access
+  File Attachment Control (File Size)
e Personal Firewall

« Manage the registration of detected
o privacy files

Sa fepc En terpr’se +  Provide settings such as registration
grace period, expiration warning
period, retention period, etc.

« Encryption/complete deletion/
notification of files containing
personalinformation

PC Security Setting Print Control

« Control shared folders +  Allow/Block printing policies

(block creation and unshare) + Insertimage, text watermarks
«  Screensavers (force and timed) « Insert publisherinformation
»  Block programs from running + Controlling the print and masking

personalinformationin the printout
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l1l. Main Features - User Authentication MarkAny*

©) SafePC Enterprise

Monitoring | Security management | Asset management | Audit log = Report

group » | User management

= , - hMarkanyDemo
] - J oa 0 J[ i More information statistical information
5 3 & | - 1 . 4 Dewvelopment Div

Agent installation use

Demo Group group Sales Div
Sy group ID 20240415154019261 visi
division
Group registration— 1 PC operation

Number of subgro-—- 0

ID test v 4
Logln Group registration--  MANUAL REGISTRATION
Password _ PC operation/AGENT

- : Refrest
Register User Change Password

group registered user PC not working/Agent in... PC ON/Agent OFF
Sales Div 2

PC operation/AGENT

user a L O
username v Q
gro. use, id

© sales.. Jenny jenny

[Login tothe Agent] [ User management]

« Link and manage department and user information

« Afterinstallation, users are authenticated with an ID/authentication code, and enter a password based on password generation rules

« Onsubsequent boots, enter the password of the authenticated account to log in



Ill. Main Features - Centralized policy management
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1 712 I
ursp Default Policy
D712 ™ 23 | 2oee-02-14 | ~ | 2022-02-21
AEE Rt Default Policy
SMTP APEF

Default Policy

Port SYN Packet Number
UDP Session Number

TCP Session Number

[Apply policies]
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Apply internal policies Apply external policies

Internal/external policies can be applied (internal/external with/without server communication, respectively)
Priority of policies is applied in the order of Media/Export > Individual > Position > Group > Default (All)

Policies approved using the approval process are applied as policies on the Request tab
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Media nama current permMissions Apply for permission =
g ErEMO Oof O £2 EAE0| REIASULL

T = Allow writing . 4 :

Floppy disk Writs block | Blag [ Allows writing /[ Allow 4 Apple iPhone
rezding reading _

~0/ovD '.‘.'lf':‘s_ I:;Io:« Bloc| [ Allow writing [ Al
reacing reading

POA Writs block [ Ao

Infrarsd port Write black O Ao

Serial port Write block ' ing
) B [Smartphone Block Message |

Storags davics ‘Write block / Block |:| Allows writing D_—‘-.Ilo-.'.n

rorsgs sevE reaging raading
Paralls| port Write block [ Allow writing
Wirslsss LAN Write block [ Allow writing =O =24 N
Blustooth Write block [ Allow writing C|AZ7} M7 SR SaLTt
HEOPA Write block [ Allow writing 87| BXZ HASAL G2 OASE 4SSN
WIERO Write black Allows writing ~ -
o - ‘ SIS EOEED [
P Write block [ Bloc [ Allow writing [ Al l
Bmart phore .

rezcing rsaging
Tsthering Wits blaock [0 Ao wwriting _ . =9 =m0 os OIS YA AS0l SNE0 AELL
Modem Writs block [ Al i
Data cabls Writs block O Allow =
[ Device Control Policies ] [ USB Block Message ]

« Controland log the Read/Write of secondary memory media (floppy, CD/DVD, USB, external hard drive, smartphone MTP/PTP communication, etc.)
« Control the Allow/Block of wireless networks (Wi-Fi, Bluetooth, Wibro, tethering, etc.)
« Allow access only to wireless APs specified by the administrator (registered SSID control)

+ Ifthe 'Portable Storage Device' policy is blocked, general storage devices(USB, external HDD, etc.) can be registered and used as an exception.
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I1l. Main Features - Network Control
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 Block access to web pages (blacklisting, whitelisting)

« Personal firewall (control by port, protocol, IP)

[ Firewall Policies |

+ Block attachment uploads such as webmail (control by specifying the size of attachments)

« Single network card setting (select the network card to be used by the user when applied)
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[Content Upload Block Policies ]



l1l. Main Features - PC Security Settings(1/2) MarkAny*

[ =28 42 it 3% S5 x
- = B == o - =
P - ek =20 =5 oo an A | | 2| | KA
= = =22 A
] =203 HH 2% =2 <3 Ux
by, 0.70.0.0 SSH, Telnet and RI lient 2022-02-21 13:30:36
o a z3 putty.exe , Telnet and Rlogin clien
Es k] = : =
g8 18 LEHDESA | AT MY a2
(] ag 2% HE +3 g%
@ test 1E test 2 2022-02-21 13:24:37 Z
[ @ Default Policy Allow Al 2016-11-21 16:19:27 z 0 =213 g2 nEan S8 ®
3wl HE
e Q =3
0 =233 37| B =3
O  putty.exe 854072 0.70.0.0 SSH, Telnet and Rlogin client -
M S=5[test 151 @27t | RAH | a1 ) .
B [ | usoclient.exe 90624 6.2.19041.1503 UsoClient
O =rar] 5 Fl 37|(Bytes) =2 2 38 28 [0  am_delta_patch_1.359.547.0.... | 611808 1.359.564.0
O putty.exe 0.70.0.0 854,072 SSH, Telnet and Rlo... 2022-02-21 13:30:.. [J  dmclient.exe 120320 6.2.19041.1202 Microsoft Feedback SIUF Depl...
[ mofcomp.exe 32768 6.2.15041.1320 MOF(Managed Object Format)...
[0 msedge.exe 3555728 98.0.1108.50 Microsoft Edge
[ mme.exe 1913344 6.2.19041.746 Microsoft Management Console
[ taskhostw.exe 92624 6.2.18362.387 Windows HYE Fist =2E = |
[J  am_delta_patch_1.359.530.0... | 1283528 1.359.540.0
[ olicenseheartbeat.exe 1626328 15.0.4569.1503 Office Subscription Licensing ...
[ tiworkerexe 220160 6.2.18362.471 Windows Modules Installer W...
o =3 . .
H =2 m 271 [[] igfrhk.exe 256928 6.15.10.4252 igfxHK Module
[J | regsvr3z.exe 25088 6.2.19041.1 Microsoft(C) Register Server
[ Program Execution Prevention Policies | =
e 7t |8 22

 Registering programs to prevent them from running

« Hash of thefile is registered, so it can be blocked even if the file name is changed

« Provide the feature to register programs on the Agent PC (collect asset status on the PC)

« Even if the program on the program execution blocking registration list is not installed, it can be loaded after installing the program

to be blocked on the console-connected PC.

le’kA.rlj.!’b Copyright(©2023 MarkAny, Inc. All rights reserved.



l1l. Main Features - PC Security Settings(2/2)
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[Other PC security Policies ]

+ View shared folders set up on Agent PCs and prevent them from being turned off or created
« Set Windows password complexity and prompt users to set a password if one is not set

« Force a screensaver and pop up a password prompt when the screensaver is turned off
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lll. Main Features - Process of Privacy Policy MarkAny*

Patt Rati Create Apply Ind Leakage
atterns atings policies policies ndex control
Setting up regular Setting up leakage Combining Policies by Scanning all files Controlling leakage
expressions, control policies patterns and Ratings departments, users on the PC through devices,
keyword patterns networks, and prints
Regular expression patterns Leakage Control Policies
Patterns Ratings
Provide check expressipns to search‘ for strings with specific rgles (13 Set policies to control the leakage of detected personal information files
default regular expressions are provided, such as social security via portable storage devices, networks (such as mail), printouts, etc.
numbers, passport numbers, etc.)
Keyword patterns Optional Policies
Patterns Apply policies
Allows administrators to add the ability to search for specific text within Set up leak control policies for undetectable files, file register policies,
adocument in addition to regular expression patterns (private, secret, how often to receive logs and policies, etc.

confidential, etc.)

Copyright(©2023 MarkAny, Inc. All rights reserved.



Ill. Main Features - Privacy detection status
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H SafePrivacy

Reg/Ext request | Emor detection request | Wiping | Status renew |

Total

You need to delete or register a file that is not registered.
849 results [849 unregistered, 0 pending, 0 registered, 0 error detection pending. 0 error detection]

S

~ 100

[ | Registratia... | File path | File name | Mumb,.. | Pattern | Retention pericd | Detection t.. | Last change | File status ™
O Unregistered _%] CADATANDS... 08.IPADD.. 13 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[ Unregistered CADATAVDS... 09.PADD.. 13 IP Address Register within 3 days 2024-06-20...  2012-02-06 Plain file

O Unregistered CADATANDS... 10.JPADD.. 13 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[ Unregistered CADATAVDS... 11IPADD.. 13 IP Address Register within 3 days 2024-06-20...  2012-02-06 Plain file

D Unregistered CADATAVDE... 12IPADD.. 15 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[ Unregistered CADATAVDS... 13.PADD.. 15 IP Address Register within 3 days 2024-06-20...  2012-02-06 Plain file

D Unregistered CADATAVDS... 14.IPADD.. 15 IP Address Register within 3 days 2024-06-20... 2020-07-26 Plain file

[0 Unregistered CADATA\DS... 15.IPADD.. 153 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

D Unregistered CADATAVDE... 16JPADD.. 15 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[0 Unregistered CADATA\DS... 17.IPADD.. 153 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

D Unregistered CADATAVDE.. 18IPADD.. 15 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[0 Unregistered CADATA\DS... 19.JPADD.. 13 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

D Unregistered CADATAVDE... 20JPADD.. 15 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[0 Unregistered CADATAVDS... 21.IPADD.. 13 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

O Unregistered CADATANDE... 22.IPADD.. 13 IP Address Register within 3 days 2024-06-20... 2012-02-06 Plain file

[ Unreaistered |51 CADATAVIR.. 23.0PADD.. 15 IP Address Renister within 3 davs AN24-0R-20... 201 2-12-0fR Plain file Y
< >

(double-click to view detailed status)

(File Management Ledger)

[ Privacy Detection Result (User) ]

Administrators can view the detection history of each user in the web console.

Users can view the results of privacy (important information) detection according to the policy through the tray menu

The detected file is available after registration, and when the usage period expires, it is used after applying for an extension



Ill. Main Features - File Management Ledger MarkAny*

+ Operation of the File Management Ledger in accordance with the Personal Information Protection Act “Article 32 Registration and Disclosure of

Personal Information Files”, the Enforcement Rules “Article 3 Form of Books and Documents Related to Personal Information Protection Business”, and

the Electronic Financial Supervision Regulations “Article 13 Computerized Data Protection Measures”.

+ The File Management Ledger is a method of registering and managing privacy files held by users. It provides safe management of personal information

files by explaining the purpose and laws for retaining such files and deleting them completely when the retention period has expired.

Lifecycle of the File Management Ledger

Detecting personal Expiration of grace periods
information in files registered in the file
: management ledger

Lifecycle of : .

privacy files

Registering Detected Files Request to extend Retention period expiration Retention period expiration
[B (within grace period) : fileretention (Change to unregistered file) (Change to unregistered file)
Registered : S e - g

files £ £

Grace period :

: expiration warning

: : Delete or Encrypt or
: l Y Warning Message

Unregistered
files

Copyright(©2023 MarkAny, Inc. All rights reserved.



lll. Main Features - Control of Privacy Leaks
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Add rating

* Grade name

explanation

Notification Common Standard

* group threshold

* user threshold

media control

Media name write control

Floppy disk block
Maobile storage device block
Print block
Shared folder block
Network block

O whether to send mail
O whether to send mail
WriteLogging
use Warning text output | Notin use v
use
use
use
[H save a close

(Features of Allows/Blocks, Write logging, and Save original text)

In case of network, only analyzed protocols are supported

SafePC Reguest Permission @
Media Blocked Message
HAMM 2l A AFEHE THE S =S LICE List Reset
urEH ==H Ere I ALA]
HAHE Hl~E-01e AHSH USB AFCt
NAEE Bl ~E-02.6a¢  AtEL Use At
NAEHE Bl ~E-03.0a6 AT USB At
MAEHE Bl A~E-04be AT USB At
HAHE | ~E-05.0¢  AMTH USB At
HAEE Bl ~E-06.0¢ AHTH Use At
MeIEE Bl ~E-07.0¢ AMCH uUse AFEt
HAHE Bl ~E-oa.e AMSH Use RSt
NAEE Bl A~E-00.0a AT Use At
AHOIA Y Rl A =10 T 1co TCH

[Privacy Block pop-up ]

Controls leakage of detected personal information files to storage devices / prints / shared folders / networks

- Website: Naver, Daum, Nate, DreamWiz, Clairvoyant, Korea.com, Google, JoinsMSN, Facebook, Whatsapp, Twitter

- Messenger: (File attachment control) Nate-on, MSN, YAHOO, Mitsuri, Taki, POP Messenger / (Drag&Drop control) Line, Skype, KakaoTalk, FreeBond

- Others: Outlook, SMTP (25port)



I1l. Main Features - Print Control

MarkAny*

™ Registering a print usage control group

Policy group name*® [

explanation
—Policy settings

- watermark - Mark recognition

not used ~ || not used ~
&3 setting || % delete £ setling | % delste

- Barcode/Overlay - etc

not used ~ || not used ~
3 setting || 3% delete 3 sefling | % delete

H save | |E close

[Print control Policies]

+ Block/Allow Policies of Printing

 Provide image/text watermark when allowing print (adjustable position)

 Print out printer information (username, ID, department, IP, print time, etc.)

+ Save printing logs and copies

MarkAny* Copyright(©2023 MarkAny, Inc. All rights reserved.

=ECLEY

x o BHay

g [est

EA WE~ [ost AL

2E |E&M

EE DR (Hd 1m0 Ha

K Wthe o
NN O0E @ ET O D

»

B wacjeuas
zAY- st
HIRE ER

HERE $E

AN ER |owwrayimp
Suldol YK Wdhe 50

% Haight=

%  Heiahts &0

us

1251
@ AHER @oilcl @ 26 @ PG e
@IPEANOPEY

e | Ean ~

an

03

= [-EL]

Haw.
Sa 49 Fshe
A2

12 (EERESEEEY [

PR >

w3t

CERT] v Ooluz

wzwr 0 ~|oeewa O

HoiX| H® A HHo|T

CUE T

%

CECE T

Hxz @&

BE AN TS

Printing



Ill. Main Features - Operation Process MarkAny”

HR DB Integration

O Setting security policies @:
C 9) [=—
A

Admin

A

Monitoring
HR Database
Setting and monitoring
policies on the web console
Applying security policies Transferring logs

Agent user sign-in

v

=1 Applications (media use, file export, etc.)
—— Handling detected files with privacy >
— (Registerin the file management ledger) <

- Approval from the approver

A

Detected Files

Approver
(Including privacy)

Network Control

Pa

AN o 74

N

Print Control

Device Control

& 3

5

J \.

Y

Manage general
storage
registrations

%

~N

Date Loss Prevention




I1l. Main Features - Approval Process
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Category Approval Process

Apply for user registration

Apply to use Device

Common Apply to register

General Storage Device

Apply to accept Bad USB

File Export Request
(General/Large size)

Apply for registration in
the File Management Ledger

DLP

Request false positive/
false negative files

Request to print official
documents

Request a printout

L

o

If you want to enroll additional users beyond the associated user, you can apply for them from the Application
Administrators can also add them from the console

Request an Exception to Device Control policies
Selectinternal/external, duration, device, and more to request an exception.

Allow registered general storage device even if device control policy is “Block”
Plug-in the device and extract the serial number to register it with the server
Exception is available only when the registered device is in internal state (can communicate with the server)

BadUSB: Manipulates the firmware of a regular USB to recognize it as a keyboard or mouse and execute malicious code
(exploits the fact that the human interface is excepted in DLP systems)
Block all unregistered devices, including keyboards and mouse (whitelisting method)

File-by-file request for exceptions with blocking policy applied
To apply for exporting, users upload files and specifies file PW
(download encrypted ZIP file after approval)

If you need to use the detected personal information file, register in the ledger to use it according to the privacy policy
Enter the purpose and period of retention, get authorization from the approver, and use it for that period of time
If you need to extend the period of use, apply for an extension and use it

Files detected by the Privacy Policy, but may be false positives or false negatives

Users can apply for an exception to the Privacy Policy if they believe a file is a false positive or false negative
Even if thefile is registered as a false positive, if the file is modified and saved, it will be treated as a personal
information file again

The printout is watermarked by the printing security policy
If you need it with watermark removed, apply for the exeption

Request to print if it is blocked by privacy policy
Upload the file you want to print and apply for printing, and select whether to exclude masking.



IV. Certification
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SafePC Enterprise V7.0 has acquired ‘Verification of Security Function Test' and 'GS Certification’, and is on the Digital mall of the Public Procurement Service

SafePC Enterprise V7.0

- Verification of Security Function Test
:August, 2023

Hok7| S5 3tol o

Verification of Security Function Test

YgFgrE ures YUz VSFT-KOIST-20230012

AZRY =2=rsgpsurns H E @ SafePc Enterprise V7.0
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RAESIA 2SS FHeldtc).

2023 08¥ 31

SAFE PC ENTERPRISE

»  GS Certification : September, 2023

TEST REPORT

HHM e (CGS-2023-000000
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0F 2 MERYA YWT AUE 413, 3, 58(URIE, HETO WE)
0 QENY Auy
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* $1 A3t KS O ISO/IEC 17025 X KOLAS 2187182 4 810 SUSIUQUC

21eh Hyy
HERUSH TIRAYR  weg
Tol : 101-8009-7842 Tel : 1577-0081
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